AGENDA

IMPERIAL VALLEY COLLEGE COUNCIL

Monday, June 13, 2011 - 2:30 P.M.
Administration Building Board Room

MEMBERSHIP

Taylor Ruhl, Administrative Representative

Sergio Lopez, Administrative Representative

Alfredo Cuellar, Administrative Representative

Jan Magno, Alternate Administrative Representative
Ted Ceasar, Alternate Administrative Representative

Daniel Gilison, Facuity Representative (Vice Chair)
Kevin White, Faculty Representative

Martha Garcia, Faculty Representative

Frances Beope, Alternate Facuity Representative

Laura Hartsock, Classified Representative

Miriam Trejo, Classified Representative

Michael Boyle, Classified Representative

Marilyn Boyle, Alternate Classified Representative
Matthew Thale, Alternate Classified Representative

Jessica Waddell, CMCA Representative (Chair)
Martha P. Garcia, Alternate CMCA Representative

Daniel Bermudez, Student Representative

Jesus Gallegos, Student Representative

Mitchelle Vasquez, Alternate Student Representative
Dr. Ed Gould, Ex Officio

Recording Secretary: Paula Saldana

MEMBERSHIP CHANGES

PUBLIC COMMENT
APPROVAL OF MINUTES DATED MONDAY, MAY 9, 2011

AREA REPORTS/UPDATES
College Council Report
Measure J and L Report
Program Review Update
Budget Update/Financial
ASG President Update
President’'s Update
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COMMITTEE REPORTS

Academic Senate

Budget and Fiscal Planning Committee
Environmental Health & Safety Committee

Facilities and Environmental Improvement Committee
Marketing Committee

Policy & Procedure Committee

Staffing Committee

Student Affairs Committee

Technology Planning Committee

DISCUSSION AND INFORMATION ITEMS

1. 2011-2012 Tentative Budget — John Lau

2. BP 6301 Fund Balance Reporting and Governmental Fund Balance Definitions — John Lau
(Attachment A)

3. Strategic Technology Plan 2011-2015 — Todd Finnell (Attachment B)

ACTION ITEMS

1. 2011-2012 Tentative Budget — John Lau

2. BP 6301 Fund Balance Reporting and Governmental Fund Balance Definitions — John Lau
(Attachment A)

3. Strategic Technology Plan 2011-2015 — Todd Finnell (Attachment B)

ADJOURNMENT

2010-2011 College Council Meeting Schedule
at 2:30 p.m. in the Board Room

June 27




MINUTES



MINUTES

IMPERIAL VALLEY COLLEGE COUNCIL
Monday, May 9, 2011 - 2:30 P.M.
Administration Building Board Room

College Council Chair Waddell called the meeting to order at 2:32 p.m.

Council members in attendance were as follows:
Sergio Lopez, Administrative Representative
Jan Magno, Alternate Administrative Representative

Daniel Gilison, Faculty Representative
Kevin White, Faculty Representative

Miriam Trejo, Classified Representative
Marilyn Boyle, Alternate Classified Representative

Jessica Waddell, CMCA Representative (Chair)

Daniel Bermudez, Student Representative
Mitchelle Vasquez, Alternate Student Representative

Dr. Ed Gould, Ex Officio
Recording Secretary: Paula Saldana

Council members not in attendance were as follows:
Taylor Ruhl, Administrative Representative

Alfredo Cuellar, Administrative Representative

Ted Ceasar, Alternate Administrative Representative
Martha Garcia, Faculty Representative

Frances Beope, Alternate Faculty Representative
Laura Hartsock, Classified Representative

Michael Boyle, Classified Representative

Matthew Thale, Alternate Classified Representative
Martha P. Garcia, Alternate CMCA Representative
Joe Trejo, Student Representative

Jesus Gallegos, Student Representative

MEMBERSHIP CHANGES
Chair Waddell welcomed everyone back from Spring break.

Member Lopez stated the agenda contained a spelling error in the first name of Alternate
Student Representative Mitchell Vasquez; the correct spelling is Mitchelle.

PUBLIC COMMENT
There was no public comment.

APPROVAL OF MINUTES DATED MONDAY, APRIL 11, 2011
M/S Sergio Lopez/Marilyn Boyle to approve the Minutes of April 11, 2011.
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Member Gilison addressed the following errors in the minutes:
e The minutes noted him as the vice chair; he was not vice chair at the time.
 The first name of the Alternate Student Representative is misspelled; the correct spelling
should be Mitchelle.

The minutes were approved with corrections by unanimous vote.

AREA REPORTS/UPDATES

College Council Report
Chair Waddell stated she had nothing to report.

Measure J and L Report
VP Lau reported as foliows:
¢ Would begin rebidding process for the 400 building, with other bids going to the Board
for approval.
¢ Voc Ed Project to begin late October/early November. This will be the first use of
Measure J money.
e Stated the art gallery would be opening soon. He stated no general fund money nor
bond money had been used to construct the art gallery. He stated the art gallery had
been constructed using redevelopment money.

Program Review
VP Berry reported as follows:
¢ Announced Deans Silva, Ceasar and Cuellar had taken the lead in overseeing the
Educational Master Plan supplement materials for 2011-2012.
» Resource groups are going over Comprehensive and Annual Reviews and ranking
priorities.
¢ Technology completed.
o Hoping to present a report to the Board at its June meeting.

ASG President Update

Student Representative Bermudez reported as follows:
¢ ASG helped CTA place the Emergency Crisis signs around campus.
o Elections were held and announced he had been elected new ASG President.
o Spring Awards Banquet will be held on June 3™.

President’s Update
President Gould reported the following:
e Congratulated Student Representative Bermudez for his election as new ASG President.
e Thanked CTA and ASG for their leadership in bringing attention to the budget crisis by
creating signs and placing them around campus.
¢ Announced a press conference with KYMA and other media outlets had been held in the
morning. Participants included himself, CTA President Gaylla Finnell, ASG President
Joe Trejo, and Student Representative Daniel Bermudez.
e Discussed the budget and stated more would be known after the Governor’s May revise
on May 16",
e Announced upcoming IVC events: Math Festival on May 13" EOPS Banquet on May
27", Student Awards Banquet on June 3™; commencement on June 11™
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Stated in spite of the current budget situation, it is that time of the year that we celebrate
the accomplishments of the students.

Thanked Dean Silva and the Applied Sciences facuity and staff for the successful
Applied Sciences Expo held on April 14". He also thanked Pacific Fire for their
contribution on that day.

Announced two service clubs were on campus on Thursday and Friday and stated it was
always good to expose the college to community leaders.

Thanked VP Berry and Deans McNeece and Zhao for taking the lead on the
accreditation process.

Announced the State Emergency Planning and Preparedness Director for the
Chancelior’'s Office visited the campus last Thursday to review the emergency
preparedness, and made recommendations for improvement. The director’s
recommendations would be presented to the Facilities and Environmental Improvement
Committee.

Stated the Foundation was in the process of screening for fall scholarships.

The Foundation Osher scholarship dinner will take place on the evening of June 10™.
The Foundation is hoping to match the Osher scholarship of over $300,000.

Thanked staff for helping the IVC student who lost her house to a fire last month. He
stated the college rallied exceptionally well to provide resources so the student could
continue her education.

Stated IVC had received a grant for a dental assistant training program. He stated the
program would be the first for IVC, and would begin in the fall. He stated the program
woulid likely turn into a degree program over time.

IVC received an extension of the HUD grant, which would help businesses in the
community extend their plans, as well as provide more jobs for people in the community.
Thanked ASG for participation in “Hands Across California.” He stated IVC had the
largest turnout of students from the SDICCCA colleges, and had been featured in the
San Diego Union Tribune Newspaper.

Announced VP Finnell had been elected to the ETUDES Board of Directors. He stated
ETUDES had introduced two new tools for those interested in teaching online: a new
course map; and an activity meter.

Stated people from Sophia, a free social teaching and learning platform, had visited the
college in February. He stated Sophia offers many online services to students such as
tutoring. He stated Sophia may bring about a change in education through its free online
social learning services.

COMMITTEE REPORTS

Academic Senate
AS President White reported as foliows:

The Academic Senate completed credit by exam revisions.

Approved a survey that went out today regarding the campus reorganization. Is hoping
to have the data analyzed within the next two weeks and will report the results to the
campus.

Academic Senate annual fundraiser will take place on Friday, May 27". The tickets are
$20 each. He stated last year six scholarships were awarded: 4 for $500 and 2 for
$250.

Dr. Gould asked if the results of the survey would be aggregate data or broken up by divisions.

AS President White stated the data would be aggregate.
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Budget and Fiscal Planning
Member White stated the committee would be meeting this week.

Facilities and Environmental Improvement Committee
Member Magno reported as follows:

e The committee met on April 18" and discussed the lack of posting areas in building
2700. Club and organizations are concerned that there is no place to post information.
She stated the quad and cafeteria areas are no longer the central location of the
campus. The committee is looking into putting up electronic or digital bulletin boards
inside the 2700 building.

e The committee also discussed green technology. The committee feels the coliege lacks
in ways of recycling or disposing of old equipment. Plans to work with VP Finnell in
developing plan to recycle old equipment.

¢ The committee discussed the campus map with Architect Jimmy Sanders to confirm the
names and numbers on the maps.

e The committee meets the third Monday of every month at 2:30 p.m. in the Board Room.

Policy & Procedure Committee
Member Magno stated the committee had met and discussed the BP and AP which were on

today’s College Council agenda.

Student Affairs Committee
Member Lopez stated the committee did not meet last week, but would be meeting next week.

Technology Planning Committee
VP Finnell reported as follows:

e The committee met before spring break and discussed the strategic technology plan and
the annual program reviews.

¢ The committee would be meeting this week and discussing campus wireless access and
a virtualized desktop infrastructure (VDI), which would be piloted with Labs 803 and 901
in the summer with a fall rollout. He stated VDI has the potential to change how desktop
computing resources are provided on campus. He gave an example of how faculty
would be able to log into a computer in any class and have access to their desktop. He
referred to it as a roaming profile.

e |s working on creating a consolidated Web Help Desk. He explained that the system
would be able to route the ticket to the right person based on the selection made and the
type of problem.

o He discussed software problems related to the managed print solution. For this reason,
a new software “Papercut” would be implemented. The new software would help solve
the immediate problem of managing network printers, and would help staff be informed
of the printers.

e Discussed opening the door to student printing. The Atlas Grant, in the long run, would
give students a viable way to print on campus and manage their print and copy jobs.

¢ He explained the fax implementation had been put on hold due to the major problems
with the phone system, but has now been reactivated. The new process is moving
towards a fax server model which would do away with the traditional stand alone fax
used with a phone line. He stated we needed to continue to support new fax technology.

e Continues to work on the Operational Data Store (ODS) system.
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A question was asked regarding charges being applied to certain accounts for the use of the
new Xerox machines. VP Lau stated the matter was being researched by Purchasing Director
Kakiuchi.

DISCUSSION AND INFORMATION ITEMS
1. BP 3560 Alcoholic Beverages — Dr. Gould (Attachment A)
2. AP 3560 Alcoholic Beverages — Dr. Gould (Attachment B)

Dr. Gould stated the purpose for BP and AP 3560 is due to the college growing up physically
with some areas and resources that can be of value to raising money for college events. He
stated that having alcoholic beverages for adult purposes at fundraising events attracts more
people. For this reason, he is making the recommendation of what is allowed under the Ed
Code to have alcoholic beverages on campus.

He highlighted the legal interpretation of both the BP and AP.

A question arose regarding the type of alcohol; specifically, whether the beverage would be
wine or something else.

Dr. Gould stated it could be any alcohol, but usually it would be wine and beer.
Dr. Gould further explained that due to his projection that we would not see a return likely in the
near future or maybe ever to the type of public support received previously from the state, we

needed to look at becoming more self-sufficient, and look at all possible ways of raising revenue
to the campus.

Member Boyle asked which department would be responsible for approving these events.
Dr. Gould stated the President would be the only one approving these requests, and that the

event director would be responsible to see that the policy was followed.

ACTION ITEMS
1. Election of College Council Vice Chair

Chair Waddell stated Member Gilison had been nominated at the last College Council meeting.
There were no further nominations.
Member Gilison was elected as new Vice Chair, unanimously.

2. BP 3560 Alcoholic Beverages
3. AP 3560 Alcoholic Beverages

M/S/C Sergio Lopez/Miriam Trejo to approve BP 3560 and AP 3560.
Motion carried.

ADJOURNMENT
Chair Waddell adjourned the meeting at 3:18 p.m.
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Attachment A

BP 6301 Fund Balance reporting and Governmental Fund Balance definitions

I. PURPOSE

This Fund Balance Policy establishes the procedures for reporting unrestricted fund balance in the
General Fund financial statements. Certain commitments and assignments of fund balance will help
ensure that there will be adequate financial resources to protect the District against unforeseen
circumstances and events such as revenue shortfalls and unanticipated expenditures.

The policy also authorizes and directs the Vice President for Business Services to prepare financial
reports which accurately categorize fund balance as per Governmental Accounting Standards Board
(GASB) Statement No. 54, Fund Balance Reporting and Governmental Fund Type Definitions.

IIl. GENERAL POLICY

Fund balance is essentially the difference between the assets and liabilities reported in a
governmental fund. There are five separate components of fund balance, each of which identifies
the extent to which the District is bound to honor constraints on the specific purpose for which
amounts can be spent. The five components are as follows:

Nonspendable fund balance (inherently nonspendable)

Restricted fund balance (externally enforceable limitations on use)
Committed fund balance (self-imposed limitations on use)
Assigned fund balance (limitation resulting from intended use)
Unassigned fund balance (residual net resources)

ORWN

The first two components listed above are not addressed in this policy due to the nature of their
restrictions. An example of nonspendable fund balance is inventory. Restricted fund balance is either
imposed by law or constrained by grantors, contributors, or laws or regulations of other governments.
This policy is focused on the financial reporting of unrestricted fund balance, or the last three
components listed above. These three components are further defined as follows:

¢« Committed Fund Balance: The Governing Board, as the District’s highest level of decision-
making authority, may commit fund balance for specific purposes pursuant to constraints
imposed by formal actions taken, such a majority vote or resolution. These committed
amounts cannot be used for any other purpose unless the Governing Board removes or
changes the specific use through the same type of formal action taken to establish the
commitment. Governing Board action to commit fund balance needs to occur within the
fiscal reporting period, no later than June 30t; however, the amount can be determined
subsequent to the release of the financial statements. At the time of adoption of this policy,
the District does not have any reserves that meet this component of fund balance.

Page 1 of 2
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= Assigned Fund Balance: Amounts that are constrained by the District’s intent to be used for
specific purposes, but are neither restricted nor committed, should be reported as assigned
fund balance. This policy hereby delegates the authority to assign amounts to be used for
specific purposes to the Vice President for Business Services for the purpose of reporting
these amounts in the annual financial statements.

» Unassigned Fund Balance: These are residual positive net resources of the general fund in
excess of what can properly be classified in one of the other four categories. There are some
reserves that do not meet the requirements of the aforementioned components of fund
balance. For financial statement reporting purposes these reserves are included in the
unassigned fund balance.

Hl. CLASSIFICATION

The District considers restricted fund balances to have been spent first when an expenditure is
incurred for purposes for which both restricted and unrestricted fund balance is available. Similarly,
when an expenditure is incurred for purposes for which amounts in any of the unrestricted
classifications of fund balance could be used, the District considers committed amounts to be
reduced first, followed by assigned amounts and then unassigned amounts.

This policy is in place to provide a measure of protection for the District against unforeseen
circumstances and to comply with GASB Statement No. 54. No other policy or procedure supersedes
the authority and provisions of this policy.

Page 2 of 2
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Approved by Policies and Procedures Committee, 5/25/11



Attachment B

Imperial Community College District
Strategic Technology Plan
2011-2015
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Vision Statement

Imperial Community College District is committed to empowering students, faculty, and staff to succeed in
today’s highly connected, collaborative environments. We strive to be an exemplar among California
Community Colleges in our use and support of technology by implementing leading technologies, innovative

strategies, and proven best practices.

Strategic Initiatives

This plan outlines the strategic initiatives related to the technology implementation at IVC. The Framework
for Technology Implementation at IVC (Appendix A) is rooted in the identification, leveraging, and
implementation of “hest practices” in support of student, faculty, and staff success. The framework forms the

basis for the strategic initiatives and drives the plan for technology at IVC.
There are four pillars to the framework, which include:

1. Ubiquitous Broadband and Technology Access

2. 218 Century Learning and Working Environments

3. Integrated Data Management Systems

4. User-centered Support Structures

We shall provide students, faculty, and staff with access to a reliable infrastructure and computing systems

to support anytime, anywhere teaching and learning.

ittecture
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We shall provide technology-rich learning and working environments that promote the acquisition and use
of 21t Century Skills.

We shall implement and support enterprise data systems that support effective decision-making and

promote synergy, collaboration, and efficiencies throughout the organization.

coriand docneniation
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Support Index

A Support Index was developed in support of the four strategic initiatives at IVC. The Support Index was
modeled after the International Society for Technology in Education’s ISTE) Technology Support Index,
which is a tool for districts to profile their technology support programs. It has been modified to support the
Framework for Technology Implementation at IVC and serves the following purposes for this strategic plan:

1. Tt identifies a continuum of support capacity and efficiency levels, ranging from “Deficient” to
“Exemplary”.

2. It identifies the “targets” for IVC’s technology implementation. These are represented as Bold and
GREEN Text in the Index. These targets are identified as where we plan to be by 2015.

3. It identifies the current status (as of January 2011) of IVCU's technology implementation. This “self-
study” forms our baseline for accountability. Our current status is shaded EED if not at target,
GREEN if target is currently met.

From this identification of targets and the self evaluation of our current status, the Technology Planning
Committee (TPC) developed an Action Plan for Year 1 of this Strategic Technology Plan. Each year, the TPC
will evaluate progress, modify the Action Plan, and set priorities for the following year. This approach will
permit the college to be responsive to emerging needs, as well as budget constraints and/or opportunities.

The Strategic Initiatives and Support Index outlined in this Plan will drive this process each year.

Five-Year Roadmap

Year 1 of this Strategic Plan is focused on improving the Enterprise Systems and core infrastructure to
support the vision for IVC. In October 2010, a Network Security Assessment (Appendix C) was conducted to
review the mission critical infrastructure and applications in the Data Center. This assessment revealed
several areas that require attention, identified as either critical, moderate, or suggested. Additionally,
comprehensive plans for the virtualization of the Data Center, along with the upgrade and expansion of the

network infrastructure across campus will be developed.

Year 2 of this Strategic Plan will be focused on the implementation and support of comprehensive student
and administrative systems that support the efficient operation of the college. These include student cloud-
based applications, improved information portals, and an Operational Data Store (ODS) and standardized
reporting framework for our BANNER Enterprise Resource Planning (ERP) system. Additionally, faculty
and staff development programs will be implemented to promote the effective use of technology across

campus.

Years 3-5 will be focused on adoption and implementation of technology in the classroom and in essential
business practices on campus. As mentioned earlier, each year the TPC will review progress and develop

annual Action Plans to capture priorities and sequence activities outlined in this plan.

Committee Approved: Version April 14, 2011



Year 3 &

Beyond
Adoption and
Year 2 Implementation
Student and
Administrative
Systems
@Year 1
Infrastructure
and Enterprise
Systems

In October 2010, IVC was awarded a 5-year federal Title V grant focused on innovative approaches to
teaching through technology. The Access to Technology Leads to Advancement and Success (ATLAS) program
provides support resources toward the implementation of this strategic plan. This plan will incorporate the
goals and objectives of the ATLAS grant each year.

In addition to the ATLAS grant, IVC is currently undertaking major modernization and facility
improvements, which is supported by the passage of Measure J in November 2010. The modernization and
construction of new facilities will span the next 7-10 years. It is imperative that this Strategic Technology
Plan coordinate with these activities to maximize funding and provide for an integrated implementation of
technology on campus.

Committee Approved: Version April 14, 2011



2011 Action Plan

The following activities are outlined for calendar year 2011.

IMPLEMENTA

1. Clarfty purpose, standing rules, membership, and
meeting schedule of Technology Planning Committee

¥ 2. Evaluate the cumrent stalus of the campus
infrastructure, enterprise systems, and support

 structures : o
3 Develop St‘fategic 5-year Technology Plan (td k
include comprehensive budgeting, maintenance, and
refresh of technology)

"4, Develop comprehensive plan for campus-wide
wireless network ;
5. Fully implement systems management appliance
{KACE) and develop policies and procedures for its use
6. Improve reliability and security of IVTA and CENIC
Connections L
7. implement industfy»standard network security and
monitoring practices

8. Improve connectivity and service to Calexico
campus ;

9. Develop definitions and standards for technology-
rich learning environments

-'10. Strengthen coordination of web-enhanced support

- and other instructiona! tools for faculty ‘ :

" 11. Implement and support the use of
videoconferencing and other collaborative technologies

12. Develop strategy for infegrated student services - |

| felated to technology (Printing, ema, siorage, ekc)
13. Upgrade BANNER (ERP) to Version 8.3

14, Implement “Wait List"

15. Conduct evaluation of Student Module
implementation

16. Design and implement an enhanced development
framework (Data Warehouse)

17. Implement Managed Print Solution

18. Improve/reorganize Support Structures for
BANNER ;

19. Evaluate and develop strategy for the consolidation
of various systems/servers, including leveraging of

cloud technologies

TION
~ Lead Person(s) . Support Index Map

Todd

Todd

Todd

JeffE.

Gordon

JeffE
Jeff E.

Jeff E.

Todd

Omar

Todd

Jeff E./Omar

Jeff C

Jeff C.
Jeff C.
Jefi C.
Gordon
Jeff C.

Jeff E.
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EVALUATION

Evidence

Meefing fnihuteé,
membership roster
and meeting schedule
Reporl‘ AT LN,

Report

Documentation (as-
built)
Documentation (as-
built)

Documentation (as- =
“built)

Documentation (as-
built)

* | Documentation (as-
‘bu‘ill] b=

Report

Documentation (as-

| buit)

Report k

Repot

Documentation (és<

built)
Documentation (as--
built)
Documentation (as-
built)
Documentation (as-

| buil)

Documentation (as-
built)
Report

Report

‘Completion Process

Submitied to Executive
Council - January 2011

Submitted tc Executive
Council - May 2011

Submitted to Executive
Council - June 2011

Submitted to Executive
Council - June 2011
Submitted to Executive
Council - April 2011
Submitted to Executive
Council - March 2011
Submitted to Executive
Councit ~ June 2011
Submitted to Executive
Council - March 2011
Submitted to Executive
Council - June 2011
Submitted to Executive
Council - June 2011
Submitted to Executive
Council - June 2011
Submitied to Executive

- Council - July 2011

Submitted to Executive
Council - March 2011
Submitted to Executive
Council = July 2011
Submitted to Executive
Council - April 2011
Submitted to Executive
Council - August 2011
Submitted to Executive
Council - May 2011
Submitted to Executive

~ Council - June 2011

Submitted to Executive
Council - June 2011



20. Improve integration of instructional systems
{Gradebook LMS, Faculty Websites, e!c}wllh supporl
for Faculty and Student Use

21. Conduct Security and Service Audit

- 22. Conduct redesign of website Improvements for IVC
- public (external)} and private (internal) web presence
23. Upgréde ShoreTel phone system to latest versidn,
complete implementation of appropriate features, and

evaluate implementation
~ 24, Implement fax sérver soiution

25. Implement procedures to maximize Telecomm
discount programs (CTF)

* 26. Develop and implement IT policies and procedures
using industry standards and best practices
27. Organize a Technolbgy Strand for the Campus¥wide
Professional Development Day

. 28. Establish clear guidelines for recovery planning,

 redundancy, increased security, and maintenance of
existing systems

29. Complete impleméntation of DegreeWorks student

self-service functionality, including upgrade of system
30. Complele the instaltation of and training for Position
Control for Banner Inlegration
31, ‘Develop an Enroliment Management strategy
supported by Banner reporting/data
32. Evaluate implementation and develop plan for IP

- Cameras and other network-based systems (e.g.

~ clocks, paging, card access) !
33. Evaluate and implement a campus-wide work-order
management system for IT, Learning Services, and
Maintenance and Facilities

- 34.Upgrade BANNER to CALB Version 84

35. Upgréde Oracle Databases su‘pbdrting‘ BANNER o
Version 11g

JeffE. lOmar ?

Todd ‘

Omar -

Gordon

Todd
1T Mgmt
Todd

Jeff E.

: Jeff C.

Jefi C.

Jeff C.

JeffE.

- Jeff C.

Jeff C.

Committee Approved: Version April 14, 2011

Sirmieuls L pennnlemery Fiag o [

35394344

33

3=

14,33

ESY TN

41

14

413

7Tl

33
33
33

33

e

33,37

33,37

Documentation (as-

“built)
‘Report

Documentation (as- -

bul) -
Documentation (as-
built)

'| Documentation (as-

built)
Report

Policies/Report
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Submitted to Executive

. Council - June 2011

Submitted to Executive
Council - December 2010

" Submitted to Executive

Council - August 2011
Submitted to Executive
Council - April 2010

‘Submitted to Executive

Council - April 2011
Submitted to Executive
Council - March 2011

~ Submitted o Executive

Council - June 2011
Submitted to Executive
Council - January 2011
Submitied to Executive
Council - June 2011

Submitted to Executive
Council - August 2011
Submitted to Executive
Council - September 2011
Submitted to Executive
Council - December 2011
Submitted to Execulive
Council - May 2011

Submitted to Execufive
Councit - May 2011

- Submitted to Executive

Council - May 2011
Submitted to Executive

Council - July 2011
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Appendix C - Network Security Assessment

Executive Summary

Imperial Valley College (IVC) was evaluated on their overall Technology infrastructure to analyze possible
flaws in the architecture and minimize the risk of a security breach. This assessment focuses primarily on

data networks and enterprise systems such as servers and dedicated appliances.

Each segment of the assessment will have a severity level assigned. IVC should use these levels to prioritize
the work that needs to be done after the completion of the assessment. The following levels will be used

throughout the document:

¢ Critical: This priority suggests that these areas should be addressed first and represents a potential
security concern.

* Moderate: This level of priority represents findings or configuration changes that will enhance the
performance of existing systems, but they don’t represent a significant security concern.

¢ Suggested: The areas marked with this priovity are findings that should be addressed when
resources are available.

Documentation
Severity Level = Critical

In general, system documentation is lacking and the existing records don’t seem to be up-to-date. System
documentation such as: network diagrams, master password lists, system configurations, wiring schematics
and an overall catalog of systems and services needs to be developed in order to minimize disruption of

services during outages.

Network

IVC has two locations that serve students in Imperial County. The main campus is large in size and houses
the technology infrastructure. A remote campus located in Calexico is connected to the main campus through
a T-1 circuit provisioned inside the network. Both locations are protected by one Cisco 5550 ASA firewall

that serves as the perimeter for the IVC network.

IVC connects to the Internet through a direct connection to the CENIC network and another connection
through the IVTA. This should provide IVC redundancy to the commodity Internet should one of the paths
fail. All Internet traffic flows through the firewall and through the use of access lists: IVC can control the

flow of traffic that enters the network.

IVC uses the Microsoft RAS to provide Virtual Private Network (VPN) servers to allow trusted users to
access IVC network resources from any network location through an encrypted channel. This service is

primarily used and limited to IT staff, I'T consultants and high-level managers.

Committee Approved: Version April 14, 2011



The largest entry point of the network is through the wireless network system. The college uses the
Extricom wireless solution to provide access to mobile devices to faculty and students. Security control

mechanisms ave applied at the HP internal switches through access lists.

The Calexico IVC campus is comprised of a few faculty computers, a computer lab and several classrooms
that connect via a T-1 to the main campus. Special attention to remote sites is required to ensure best

practices are followed and that unauthorized devices are not connected to the network.

Platform: Cisco Adaptive Security Appliance (ASA)
Model: 5550

Software Version: 7.2(2)

Severity level = Critical

After reviewing the firewall configuration, the following changes are recommended:

BRecommendations redacted due to security concerns.

IVC currently runs a single Cisco ASA 5550 firewall appliance. IVC should consider installing a second
firewall for redundancy purposes. The firewalls can be installed in an active-standby configuration to
provide hardware fault tolerance should one of the appliances fail. IVC should also ensure that this critical

link in the network has premium support from the manufacturer for quick replacement.

IVC uses the Microsoft RAS/VPN services in Windows 2003 server. This provides remote access to network
resources via an encrypted connection through this server. The server currently has two network interfaces,
one facing the internal network and another facing a DMZ on the firewall. Users authenticate using their
Active Directory account, which need to he members of the “secVPN” group, which currently has 37 users (8

disabled) accounts.

Recommendations:
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¢« The current physical server running the RAS services is probably about 6 to 7 years old and will
need to be replaced soon. It is recommended to move this security function to the firewall and have
all perimeter security handled by this device.
Severity level = Moderate

¢ Recommendations redacted due to security concerns. (Severity level = Critical)

e Remove disabled accounts from the secVPN group.

Severity level = Suggeste

Moderate

Severity

It 18 recommended that IVC consider moving server farms into a Demilitarized Zone (DMZ) connected to the

firewall. Recommendations redacted due 1o securily concerns.

The firewall is a dedicated appliance for this purpose and would centralized network security in one device.
Moving servers into a DMZ has many implications and this process would need to be planned carefully to

minimize down time to end users.

Severity Level = Moderate

The Calexico remote campus connects to the main campus via a T-1 line (1.54 Mbps). The capacity on this
telecommunications circuit is not adequate for today’s business requirements and it connects to very old
equipment that is subject to failure soon. It is recommended that IVC explore other alternatives to connect

the site with refreshed equipment that can provide more adequate bandwidth.

A thorough check of the campus should be done to ensure only authorized network devices are connected to

the network.

Severity level = Critical

Recommendations redacted due to security concerns.

Due to the large amount of network devices on the network, it is highly recommended that IVC explore a
solution to centralize authentication services to administer network devices. The solution should integrate
with MS Active Directory to support single sign-on, which means that technical administrators would use

their domain account to login to network devices.

A recommended solution is to explore the Network Policy Server embedded in the Windows 2008 server.

This new built-in feature provides RADIUS authentication that uses Active Directory to authenticate users.

Additional details can be obtained at: http://rwww.microsoft.com/windowsserver2008/en/us/security-

11871
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IVC’s internal network has multiple VLANSs created to isolate layer 2 broadcast domains. Connections
between switches are trunked to allow multiple VLAN traffic to return to the core and out to the Internet.
All switches appear to have the spanning-tree protocol turned on, which helps prevent network loops in the
topology. Network ports where an IP phone is connected should also be configured as a trunked port to allow

a computer to connect to the phone. The following are some low-level priority recommendations:

¢ Reduced the size of the IP subnet in most VLANs. Some VLAN’s are configured with address spaces
for 500 to 1000 nodes. It is unlikely to have this many nodes in one given VLAN and doing so would
be problematic. A more reasonable size is the Class C size of 253 hosts per VLAN.
Severity level = Suggesied
Update documentation to explain the different purposes of each VLAN. Severity level = Moderate

» Reserve the first 50 1P addresses in the available scope for static addresses. Severity level =
Suggested

e  When possible, use DHCP address reservation versus statically assigning the address to end nodes.
This does not apply to servers.
Severity level = Suggested

s Assign a unique PAT address on the firewall per internal VLAN. This will ease the identification of
source traffic from the outside perspective.
Severity level = Moderate

e Ensure a PTR DNS recorded is updated when a computer is leased a new IP address.
Severity level = Moderats

IVC currently uses the Hewlett Packard (HP) Procurve Manager software to manage their network switch
infrastructure. The software has access to all network devices in the campus. The system has the following

management functions through the console:

Configuration review and changes
Hardware configurations

SNMP trap collector

Create, manage and track policies
Real-time traffic

.« o » »

The IVC internal network provides switching and routing to support Internet Protocol (IP) through the main
campus and Calexico. The HP switches support the OSPF routing protocol operating on the backbone
switches across the campus. Virtual LANS or VLAN’s are used to separate the broadcast/collision domains
on the network and to provide a logical separation by building, departments or function on the network. For
example, VolP traffic (phones, gateways) is separated in a VLAN. All switches connect via trunked links in
order to pass multiple VLAN traffic. All switches have the Simple Network Management Protocol (SNMP)
turned on that allows the HP Procurve Manager to poll devices and extract relevant operational information.

It can also be used to configure devices from one central platform. The following are a few suggestions:

e HP Procurve Manager does not seem to keep historical records on network performance. This
information is useful to create baselines, understand traffic patterns and provide input for future
growth needs.

Severity Level = Suggested
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¢ E-mail alerts should be configured so key IT staff is alerted if there is a problem on the network.
This should assist in resolving problems in a more timely fashion and avoid unnecessary disruption
of services.
Severity Level = Moderated

¢« SNMP traps should be configured and collected by a syslog server to capture errors generated by
network devices. This provides insight on issues occurring on the network and is a great resource for
troubleshooting network problems.
Severity level = Moderate

¢ A golution to complement the features of HP Procurve Manager and address the recommendations
above is suggested. Two popular products on the market are WhatsUpGold or Orion from
Solarwinds.
Severity Level = Suggested

IVC recently implemented a wireless solution from Extricom during the network refresh project. This
solution consists of a controller per wiring closet where Access Points connect. There is a centralized

management console to control all aspects of the wireless network to include SSID, encryption, VLANS, etc.

Available wireless networks are broadcasted and include encryption to secure traffic. Access control for
wireless users is applied on the HP switches at the VLAN level. An open wireless network is available for
the public to connect with limited access to the internal campus but does provide Internet connectivity. The
following are recommendations to take into consideration:

¢ IVC should explore the possibility of replacing the existing wireless solution. The Extricom solution
does not scale well and staff has indicated that support for the product is lacking.
Severity Level = Moderate

¢ IVC should move away from applying access lists on the internal switches to protect. internal
network resources from unauthorized users that are latched to the wireless network. One approach
is to use the wireless controller to provide this level of security; a second approach would be to move
the entire wireless network to the outside of the firewall and use it to apply access rules to inside
resources.
Severity Levael = Moderate

¢ IVC should consider end-user authentication mechanisms to control users that are authorized to
access the wireless network. If possible, authentication should be done against Active Directory via
LDAP connectors.
Severity Level = Critical

IVC recently modernized their data-cabling infrastructure and has a very solid, well design infrastructure
that should last for many years. All cables are well organized. and are routed and identified inside proper
enclosures. The only recommendation is to develop good documentation of cable paths, distribution facilities
and manhole locations.

Server/Desktop Security
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End-user accounts and passwords are created and assigned by the technology department. This practice is
very common for I'T shops, although it does not scale well and has a potential for a security breach. Some
end-users are aware that they have the capabilities to change their own password, while many others call
the IT staff to have their password changed. IVC may want to follow these recommendations:

e Create policies and procedures around the use and maintenance of passwords. They should outline
clear expectations around the use of passwords, change mechanisms, length and strength, resetting,
age, etc.

Severity level = Moderate

¢ End-user should be given a generic (but secure) password when the account is ereated and force
them to change the password the first time they log in.
Severity Level = Suggested

e Tech staff should use their own account to access staff computers for troubleshooting and
maintenance.

Severity level = Moderate

e Provide users with clear instructions on how to change passwords. The IT staff should promote good
security practices to end-users and encourage them to change their passwords frequently.
Severity level = Suggested

e IVC may adopt a policy to have passwords change every certain period. For example, users are forced
to change passwords once a year.

Severity level = Suggested

e Enforce password policies via Active Directory Group Policies.
Severity level = Suggested

e IVC should determine the appropriate level of staff authorized to change user passwords.
Severity level = Moderate

Severity Level = Critical

Most if not all the Windows servers in the IVC campus are accessible via the Microsoft’s Remote Desktop
protocol (RDP). This easy-to-use tool allows IT staff to access the server console to perform administrative
tasks. Because the servers are located on the same internal network as faculty and staff, extra security
measures need to be taken so that servers are not exposed to unauthorized access. In reviewing the Active
Directory Users and Groups, it does appear that IVC has created a special security group that is used to
control RDP access to the servers. 1T staff need to ensure each server is configured so that only authorized
access to servers occurs via RDP. This same philosophy should apply to the local server security roles; only

the authorized groups should have administrative privileges over the server to minimize the potential of a

security breach.

IVC uses the Sophos anti-virus solution to protect desktop and server computers. A handful of old servers
continue to run the Symantec product, which appears to be the prior version of anti-virus software being
used. During the discovery process, for the most part all servers and workstations had the Sophos agent

installed and signature files up-to-date.
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IT staff should provide administrations with periodic reports from the anti-virus management
platform. Examples of such reports are: (Severity Level = Suggested)

o Compliance reports (protected systems, signature files)

o Threats that have been mitigated

o Top tens

o Attack vectors (Trojans, e-mail, phishing, key loggers, etc.)

Signature files should be updated regularly throughout the day and should balance between
resources available and the acceptable risk. The larger the number of systems, the more network
traffic and resources are needed to keep all systems with current signature files.

5 ity Jevel = Moderate

IVC should also build capacity to deploy an anti-virus solution that covers other operating systems
other than Windows. A good example is the web server that runs a Linux operating system.

Severity level = Suggested

IVC owns the KACE KBOX appliance that allows for the management of desktop lifecycle. This multi-
function appliance provides technical staff with tools to effectively manage desktops and perform several

tasks such as:

s & & * o @

Perform and maintain computer inventory (hardware and software)

N IR

Software distribution

Remote support tools

Schedule and deploy security patches, system updates or new releases
Ticket management

Power management

During interviews with staff, it does not appear that IVC has embraced the tool to its full potential. Desktop

and server patching is an ad-hoc approach and not very effective. The following could assist in the process:

.

Assess the current functions the KBOX is currently doing and develop a plan to allow the appliance
to bring additional efficiencies.

Severity level = Moderate

Develop a deployment strategy to include key staff and a realistic time frame for full
implementation. The plan should progressively implement features of the KBOX appliance until
they satisfy the needs of IVC.

Severity Level = Moderate

Provide adequate training for technical staff on the use of the appliance. Severity Level = Moderate

Back-end Services

IVC runs Microsoft Active Directory (AD) to run directory services for the campus. Two Windows 2008

servers are running AD in a clustered environment and replication seems to be working well. Internal DNS

is currently integrated into the AD infrastructure although some issues were found with internal DNS

replication. Both AD servers are running as Global Catalog servers (GC), which is a desired environment to
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provide resiliency. The following key recommendations need to be followed to correct existing issues and

avoid potential problems in the future:

» Raise the AD Forest/Domain functional level to Windows 2008. It’s currently running at Windows
2003 functional level.
Severity Level = Moderate

+ Have the operations master server (IVC1) synchronize its clock with a reliable NTP server. Since all
client computers synchronize their time to this server, it is critical that this server’s clock is as
accurate as possible. Currently it shows a difference of approximately 2 minutes. The following link
provides instructions on how to do this: (Ssverity Level =
Critical) http://support.microsoft.com/kh/816042

Severity Level =

Recommendations redacted due to security concerns.

Accessing servers via the console or remotely.
Adding computers to the domain.

Manage user accounts and groups.

Server patching or updating.

Manage network services such as DHCP and DNS.

* & * » o

Recommendations redacted due to security concerns.

Similar to the DA account, Active Directory contains Domain Administrators Group (DAG). This group
shares the same administrative privileges to the DA account. Only high-level managers that require
unrestricted access to manage the directory should be part of this group. The college should strongly

consider the following suggestions:

¢ Change the DA account password as soon as possible. This account credentials should only be held
by key personnel at IVC. This password should be changed on a regular basis (every year at
minimumj.

o Recommendations redacted due to security concerns,

¢+ Review the members of the DAG group and remove anyone that doesn’t have a need to manage the
directory services. Special consideration should be given to consultants and ex-employees.

¢ It appears the college has created an IVC Admins group and is encouraged to implement and use
such group to manage servers and day-to-day operations of the enterprise infrastructure. This group
could have local administrative privileges on servers, allowing members full administration using
their domain account.

+ Implement delegation at the Organization Unit in AD. This allows a technician or employee to have
certain administrative access over certain portions of Active Directory structure. This minimizes
exposure to the enterprise infrastructure and provides the flexibility of having multiple staff
managing the directory services in their respective political domain.

Severity Level = Moderate
IVC uses a Windows 2003 server to provide dynamic IP addresses to client computers. IVC should consider
the following recommendations:
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¢ Add the DHCP server to the domain. The server is currently a standalone server.

¢ Ensure scavenging is turned on. This feature will allow the DHCP database to purge old records,
maintain consistency and avoid IP conflicts.

¢ The server uses the Domain Administrator (DA) account to be an authorized server for the
imperial.edu domain. This should be corrected before the DA password is changed.

DNS services are critical for the proper operation of directory services and client access to resources, both
internally and to the Internet. IVC currently has two DNS servers to respond to client requests. There are a

couple of corrections that should be made for optimal functionality:

s Correct DNS replication problems between IVC1 and IVC2 for the imperial.edu forward lookup zone
and all reverse lookup zones. Currently both servers are not synchronized with internal DNS records
since the zones are not configured to transfer and notify their peer server when changes occur.
Severity level = Critical

» Turn on the scavenging feature on the IVC1 internal DNS server. This feature allows the DNS
server to purge old entries in the DNS table. In reviewing the table, some records have a time stamp
of approximately a year ago or longer.

Severity level = Moderate

¢ Ensure that all IP subnets (VLLANs) have a reverse lookup zone in DNS. There were approximately 5
reverse lookup zones, which does not mateh the VLLAN's currently documented.
Severity level = Moderate

Severity level = Moderate

IVC currently runs two public facing DNS servers that host the imperial.edu domain. This is standard
industry practice and seems to work well for IVC. The servers sit on the public network with no firewall
protection. It is recommended that IVC explore more cost effective solutions for hosting public DNS. One
possible option is to host the zone files with the domain registrar or with the Imperial Valley
Telecommunications Authority (IVTA). IVC should analyze the pros and cons to this approach.

Another possible approach is to convert the server over to a virtual server environment, which would allow

the college to have local DNS control without having dedicated equipment for this purpose.

IVC has a dedicated file server that allows users to share and store files in a centralized location. One
Windows 2008 server with ample storage (6 Terabytes) provides Windows files shares to IVC departments

and users.

Severity level = Moderate
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IVC currently runs a centralized print server where all printers are connected. Users then connect to this

server and choose the appropriate printer on the network to use. The servers currently running this
operation are 6 to 7 years old. IVC should consider replacing or virtualize the server to avoid potential

downtime for all users,

Severity level = Critical

IVC currently uses Backup Exec as their platform to perform data backups jobs. The IVCBK1 server is

running Windows 2003 with the Symantec Backup Exec version 12.5. This enterprise platform does appear

to have a Microsoft Exchange plug-in that allows the system to backup the message store while online.

Another server named VM2 is used as a file server to store backups for the Banner system.

*

.

Backup files are being stored in external storage attached to the backup server.
There are four different backup jobs:
o Data and Infrastructure — Daily
*  Type: Incremental
=  Servers included: IVC2 and Fileserver
*  Retention Policy: None
o Data and Infrastructure — Weekly
= Type: Full
= Servers included: IVC2 and Fileserver
=  Retention Policy: None
o Daily Exchange - Daily
=  Type: Full
= Servers included: Email.imperial.edu
=  Components: First and Second Storage Group
*  Retention Policy: None
o Quarterly Archive Data and Infrastructure
= Type: Full
= Servers included: IVC2 and Fileserver
*  Retention Policy: None

Backup jobs only include 3 of possibly 20 or more production servers in the environment. Exchange,

*
User files and one domain controller (IVC2) are the only servers that are currently backed up. All
critical servers need to have the Backup Exec agent installed and configured.
Severity level = Critical

o The external storage on the IVCBK1 is currently out of space. This may prevent other backup jobs to
complete successfully. Old backup files should be purged to make space for more recent backups.
Severity level = Critical

+ Retention policies should be configured in the backup system so it can automatically discard old
backup files and eliminate the manual work.
Severity level = Moderate

¢ IVC should explore a backup solution that can support multiple operating systems and use

technologies such as de-duplication.
Severity level = Moderate
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¢ JVC should implement an off-site backup strategy to transport critical information outside the
campus environment if possible.
Severity level = Moderate

¢ The backup server appeared to have external USB drives connected for additional storage capacity.
USB interfaces may not be adequate for fast data transfers or as reliable as SCSI or SAS interfaces.
IVC may want to consider upgrading these storage devices.
Severity level = Suggested

E-mail System

IVC currently hosts Microsoft Exchange server as their electronic messaging and collaboration platform.
Exchange 2007 currently serves approximately 500 mailboxes for staff and faculty that are primarily

accessed via the Microsoft Outlook client.

End-users may also access the Exchange system via the Outlook Web Access (OWA) web interface, which
allows users to check e-mail with a standard web browser. This also provides the framework for users to

access their e-mail through mobile devices via Active Sync.

IVC uses the Barracuda Spam Firewall appliance to filter inbound and cutbound mail for spam and viruses.
End-users have the option to customize their filter settings to accommodate specific needs outside the

general configuration settings of the filter.

The Microsoft Exchange 2007 server currently has all 4 roles installed within one server (Hub, Transport,
Client, Mailbox). This setup is common and adequate for an organization the size of IVC. Exchange services
run on a Dell PowerEdge 2950 running Windows 2003 server with 8 GB of RAM and 6 x 146 GB (15K) hard
drives. The server was installed in 2007 and has 4-hour on-site premium warranty that expires in May of
2012.

Severity Level= Critical

IVC currently has no per-mailbox storage limitations configured in the system defaults settings. Space on
the hard drive is currently at two-thirds capacity and IVC runs the risk of filling the hard drive space very
quickly. IVC should do an assessment of space per mailbox and perform capacity planning to avoid running
out of disk space.

The following command can be used in the Exchange Management Shell to provide a list of mailboxes sorted

by size. Unfortunately, Exchange 2007 does not provide this feature via the GUI:

Get-MailboxStatistics | Sort-Object TotalltemSize -Descending | ft
DisplayName,@{label="Totalltem Size(KB) jexpression={§_. Totalltem Size. Value. ToKB()}} Item Count
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The first storage group where all the mailboxes reside is currently close to 200GB and most mailboxes are at
approximately 1.5 GB of space, with a few well above 3 GB. One approach is to set a common storage limit
for all mailboxes or set different tiers of storage limits and set criteria for how users would qualify for the

different tiers.

Severity level = Moderate

Exchange is running on a single server with redundant power supplies and multiple hard drives in a RAID
configuration. The server is protected from the most common failures (power and hard drives) but IVC
should consider strengthening other single point of failures on the server. Technologies such as

virtualization or clustering should be considered to minimize communication downtime.

IVC should consider the following recommendations:

e Disable the Post Office Protocol v3 (POP3) on the Exchange server. This is an old protocol used to
retrieve messages from the server via a POP3 client such as Outlook Express or others.
Severity level = Suggested

¢ There is a large amount of distribution groups that should be reviewed for accuracy.
Severity level = Suggested

e Set attachment size limits (10 — 20 Mbytes) to prevent large files entering the mail system. Transfer
of large files should use a different mechanism of transport.
Severity level = Suggested

IVC uses the Barracuda Spam Firewall product line to scan inbound and outbound e-mail traffic using a

physical appliance for each direction. A summary of the products:

Inbound Mail Cutbound Mail
Model: Barracuda 400 Model: Barracuda 300
Hostname: spamcheck.imperial.edu Hostname: oldspam.imperial.edu
IP address: 10.1.1.2060 IP address: 10.1.1.201
Firmware version: 3.5.12.012 Firmware version 3.5.12.025

The Barracuda product line has demonstrated over time to be very resilient and very good at blocking
unwanted messages into the messaging infrastructure. After reviewing the configuration on the appliances,

it is recommended the college do the following:
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¢« Upgrade the firmware on both spam firewall appliances. The latest irmware update will consist on a
major upgrade to Version 4.x which provides a new streamlined interface, new features and bug
fixes.

Severity level = Moderate

s Create a new DNS record for the outbound mail instead of oldspam.imperial.edu.
Severity level = Moderate

¢« Configure the appliance for LDAP/Exchange user integration. This feature provides two important
features (Severity level = Moderate):

o Integrates users on the spam firewall with the Active Directory account. This way, users can
login to the spam firewall (customize spam settings, review quarantine) with their e-mail
address and domain password.

It provides a mechanism for the spam firewall to check the recipient list before accepting e-

mail for a valid e-mail address. Without this feature, the spam firewall has no way to know if

the recipients are valid and creates a quarantine account for invalid users as well. When
reviewing the user list on the spam firewall, it currently has about 3,443 user quarantine
accounts, when most likely only 500 of those accounts are valid. This creates unnecessary
overhead and puts additional load on the appliances.

¢ Create an SPF record in DNS to identify authorized mail servers for the imperial.edu domain. This
optional verification process is being adopted worldwide as a mechanism to identify trusted servers
and help minimize e-mail spam.

Severity level = Moderate

o If economically possible, purchase another Barracuda Spam firewall appliance (model 400) to cluster
with the current appliance and provide hardware redundancy.
Severity level = Moderate

+ Internal and external hostnames in the DNS tables do not match. This hostname should match
according to the configuration of the appliance.
Heverity level = Critical

o

IVC runs the Blackberry Enterprise Server (BES) to support Blackberry device synchronization with
Exchange server. There are currently 10 users on the BES server and a few of these users have been inactive
for several months. It is recommended that the college revisit their strategy for supporting mobile devices
such as Blackberry phones. An alternative solution is using Exchange’s Active Sync to synchronize with

mobile devices.

Other Recommendations

Severity Level = Moderate

In general, all servers are in need of software and/or hardware maintenance. A couple of servers have

warning lights indicating some type of hardware failure. During the discovery process, most if not all servers
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required system updates to correct security flaws or provide new features. It is recommended that a routine
maintenance schedule be established for the servers. This schedule should keep in mind that servers will
need to be rebooted from time to time and that it may impact end-users. It's not uncommon to schedule these

maintenances windows outside regular business hours.

Severity Level = Moderat

e¥]

IVC should continue its server consolidation effort through the use of virtualization technology. Given the
diverse environment, it is important to choose a platform that supports different guest operating systems
such as Linux and Windows. A platform such as Xen or VMWare would allow IVC to consolidate many of

their servers into three or four physical servers with a common storage system.

This platform should also provide more options for IVC to strengthen it’s disaster recovery initiative and

simplify processes to ensure data is protected and secure.

Severity Level = Suggested

IVC should re-evaluate technology systems that relate to the control/inspection of facility systems such as
HVAC, surveillance and access control. From reviewing the firewall configurations and interviewing staff, it
appears several disparate systems (and possibly duplicated systems) exist to control such facilities with
minimal involvement of the IT staff. There should be a broader strategy in place that includes the
technology staff in the planning and installation of such systems. These systems should be scalable and use

the IP network as much as possible.

Severity Level = Moderate

IVC currently redirects all external DNS requests to the OpenDNS servers. This {ree service is effective to
block access to inappropriate sites but does not really provide visibility on what types of traffic are flowing
through the network. Because IVC operates in a higher education environment, inappropriate use of
network resources, such as copyright infringements, are commonplace. IVC should explore the option of
installing a system that can provide better visibility to the types for traffic flowing through the network.
This will provide the tools to understand traffic patterns, prioritize legitimate traffic, block unwanted

protocols and will aid tremendously when investigating a potential violation.
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This document can serve as a guide to administration on the next logical steps to enhance security and
improve uptime and reliability. The perimeter network should be the first area of focus and ensure only
necessary network traffic is allowed. The second area of focus should be on the need to improve the
enterprise infrastructure such as servers, data backups, storage systems, Active Directory and other back-

end systems. The third area of focus should be to strengthen internal security and access to critical systems

such as the financial and student system.
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